
Franz-Viktor Kuhlmann 210 M
Lean Hall, Tel. 6111INTS 465.3 (01): Cryptography, T1, 2009-10COURSE OUTLINEThis 
ourse will 
onsist of an introdu
tion to the mathemati
al foundations of 
ryptography.We will study results from number theory and algebra and how they are used for the safe trans-mission of information. We will dis
uss various se
urity proto
ols, the mathemati
al prin
iplesneeded for them, and the mathemati
al prin
iples used in possible atta
ks.Brief outline of the topi
s 
overed:Mathemati
al Ba
kground { Symmetri
 Cryptosystems { Asymmetri
 Cryptosystems { Pri-mality Testing { Fa
toring Integers { RSA { Dis
rete Logarithm Cryptographi
 S
hemes {DiÆe-Hellman { ElGamal { Publi
 Key Management { Se
urity Questions and Atta
ks.The students are expe
ted to hand in assignments (about one every other week). There willalso be a midterm exam.The �nal mark will be 
al
ulated as follows:Assignments: 25 %Midterm Exam: 25 %Final Exam: 50 %.Le
tures: TTh 8:30 am { 9:50 am, Physi
s 130Tutorial: M 4:30 pm { 5:50 pm, Arts 217Course Web Site: on PAWS. Home work, pra
tise exams and other information and linkswill be posted there.Email: fvk�math.usask.
aOÆ
e hours: F 2{3 and by appointment.Literature (more referen
es will be given during the 
ourse):Alfred J. Menezes, Paul C. van Oors
hot and S
ott A. Vanstone: Handbook of Applied Cryp-tography, CRC Press, 1996. ISBN: 0-8493-8523-7J. A. Bu
hmann: Introdu
tion to Cryptography. Undergraduate Texts in Mathemati
s, 2ndedition (paperba
k), Springer, 2004. ISBN: 0-387-20756-2C. Vanden Eynden: Elementary Number Theory, M
Graw-Hill, 2001. ISBN 0-07-232571-2Neal Koblitz: A 
ourse in number theory and 
ryptography, Springer GTM 114, 1994. ISBN0387942939


